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DETAILED ACTION 

1 . This Office Action is in response to the request for continued examination filed on 
October 12, 2010. 

2. Claims 3-4, 11,13-14, 28-29, 36 and 38-39 are cancelled. Claims 1 -2, 5-1 0, 
12, 15-27, 30-35, 37 and 40-51 are pending. 

Response to Arguments 

3. Applicant's arguments filed 1 0/1 2/201 0 have been fully considered but they are 
not persuasive. The Applicant argues, pages 11-12, that Bearden fails to disclose 
wherein the hardware probe is configured to provide protocol and IP address 
subdivision and traffic matrix information. The Examiner respectfully disagrees. 

Bearden teaches, paragraph 0213, that the monitoring component collects end- 
to-end quality metrics and layer-3 path information using traceroutes. Therefore the 
layer-3 information returned in a traceroute would include protocol and IP address 
subdivision information, as well as the end-to-end quality metrics, "traffic matrix", 
between the user and the network. 

The Applicant further argues, page 12, that Bearden does not teach performing a 
plurality of tracing functions in parallel during the first stage. The examiner respectfully 
disagrees. 



Application/Control Number: 10/527,333 Page 3 

Art Unit: 2456 

Bearden teaches, paragraphs 0104-01 17 and 0173, that during the topology 
discovery phase, or "a first stage" as claimed, the order of the steps taken during the 
phase can be done in parallel. Therefore, Path Analysis, one of the stages within the 
topology discovery phase, discovers the path network traffic between two devices takes 
through the network topology can be executed in parallel with other tracing functions. 



Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1-2, 5-7, 9-10, 12-17, 20-27, 30-35, 37, 40-42 and 45-51 rejected under 
35 U.S.C. 103(a) as being unpatentable over Bearden (U.S. PGPub. No. 2003/0086425 
A1) in view of Farber (U.S. Patent No. 6,185,598) . 

As to Claim 1, Bearden discloses a method for analyzing access to a data 
communication network by a user, comprising: 

tracing traffic of said user via a computer, and identifying a group of networks 
with which said traffic is mainly handled, by defining relative autonomous systems 
(Traffic is monitored in a network and grouped into autonomous systems. Figure 
17; Paragraph 0238) and tracing the sequence of autonomous systems crossed by 
said traffic; the tracing including: 
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a first stage, to provide the list of paths of autonomous systems crossed by said 
traffic to reach each destination (Path analysis is performed to list the paths of 
traffic through the autonomous systems to each destination. Paragraph 0174), 

and 

a second stage, to aggregately elaborate said list of paths, outputting a tree 
representing all the paths of the autonomous systems crossed by the traffic of said user 
to reach each destinations (Figures 16-17; Paragraphs 0227-0230) 

wherein said second stage comprises providing, in relation to the list of said 
autonomous systems crossed by said traffic of said user, at least one parameter 
including a percentage of use of the autonomous systems (Various statistics are 
monitored to calculate the load on the autonomous system and the devices are 
shaded different colors in the tree to represent a given metric, such as device 
load, utilization, i.e. percentage of use. Paragraphs 0092 and 230). 

configuring a hardware probe to trace the traffic of said user and to provide 
information including: protocol-subdivision, IP address-subdivision, and a traffic matrix 
between the user and the network (The monitoring component collects end-to-end 
quality metrics and layer-3 path information using traceroutes. Therefore the 
layer-3 information returned in a traceroute would include protocol and IP 
address subdivision information, as well as the end-to-end quality metrics, 
"traffic matrix", between the user and the network. Paragraph 0213) 
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However, Bearden does not expressly disclose wherein said first stage 
comprises inputting a file and wherein a transmission of a traceroute message contains 
a configurable frequency. 

Farber, in the same field of endeavor, teaches inputting a file containing the IP 
addresses representing the sites most frequently visited by said user and performing a 
traceroute function for each destination site, by tracing the path to reach each 
destination site (NetMap procedure receives an input file composed of IP 
addresses of frequently visited destinations and uses traceroute tools to sample 
the data paths between the IP addresses. This data is used to create cost groups 
which are used to determine which repeater a client should use to retrieve 
frequently accessed sites. Column 2, Lines 37-51, Column 13, Lines 40-53). 

At the time of invention, it would have been obvious to a person of ordinary skill 
in the art to have combined the method of analyzing access to a network as taught by 
Bearden with including an input file as taught by Farber. The motivation would have 
been to allow the visualization of frequently visited sites. 

As to Claim 2, Bearden-Farber further teach the operation of determining the 
routing of said traffic on the branches of said tree, and the operation of associating the 
respective indicative values of the traffic that crosses the branch to the branches of said 
tree (Figures 16-17; Paragraphs 0227-230). 
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As to Claim 5, Bearden-Farber further teach the operation of configuring said 
hardware probes to determine at least one selected item in the group consisting of: sites 
most frequently visited by the user, main networks to which the user addresses its 
traffic, and the origin of who connects up to said user {Bearden; Paragraph 0213). 

As to Claim 6 and 7, Bearden-Farber further teach the operation of configuring 
said software agents to trace the traffic through the interface of the router of said user to 
determine the main traffic lines (Bearden; Figure 13; Paragraphs 0178-0183). 

As to Claim 9, Bearden-Farber further teach the operation of providing a target 
machine for the transfer of the statistics obtained by said routers {Bearden; Datastore 
340; Figure 4; Paragraph 0209). 

As to Claim 10, Bearden-Farber further teach the operation of generating, as the 
result of said traffic tracing operation of said user, at least one parameter selected from 
the group consisting of: destination networks of said traffic, percentage of traffic 
involved, pertinent autonomous system {Bearden; Paragraph 0213). 

As to Claim 12, Bearden-Farber further teach tracing said path as a sequence of 
autonomous systems crossed (Bearden; Paragraph 0213). 
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As to Claim 15, Bearden-Farber further teach wherein said second stage 
comprises the operation of generating a unique tree of paths of the autonomous 
systems crossed by the traffic of said user to reach all the destinations, the leaves of 
said tree being indicative of the destination subnetworks of the traffic of said user 
(Bearden; Figures 16-17; Paragraphs 0227-230). 

As to Claims 16 and 17, Bearden-Farber further teach wherein said second 
stage comprises the operation of providing, in relation to the list of said autonomous 
systems crossed by said traffic of said user, at least one parameter from: the 
percentage of use of the autonomous system, a time value for passing through said 
autonomous systems and a hops value inside the autonomous system {Bearden; 
Paragraphs 0084 and 0225). 

As to Claim 20, Bearden-Farber further teach wherein said first stage comprises 
the operation of generating a data file including information selected from the group 
consisting of: order number of the autonomous system following the sequence of IP 
addresses provided by said traceroute function, text name of the autonomous system, 
identification number of the autonomous system, number of hops that a single tracing 
command has measured inside the autonomous system, and time of permanence in the 
autonomous system measured by a single tracing command (Bearden; A traceroute 
performed, and a data entry is entered into the routing table of the autonomous 
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system including the address and order of each router on the link. Figure 13; 
Paragraphs 0174-0178). 

As to Claim 21, Bearden-Farber further teach the operation of performing a 
plurality of said tracing functions in parallel during said first stage (Bearden; Paragraph 
0117). 

As to Claims 22 and 25, Bearden-Farber further teach wherein said second 
stage comprises the operation of storing information of correspondence between IP 
addresses and the data relating to the pertinent autonomous systems {Bearden; Figure 
6; Paragraphs 0105-0116). 

As to Claims 23, Bearden-Farber further teach wherein said second stage 
comprises the operation of generating the leaves of said tree as identification of the 
destination subnetworks of the traffic of said user and the relative branches as 
identifications of the autonomous systems crossed by the traffic {Bearden; Figures 16- 
17; Paragraphs 0227-0230). 

As to Claim 24, Bearden-Farber further teach wherein said second stage is 
performed in association with a central memory with a data structure that represents the 
paths generated in said first stage in the form of at least one aggregated list {Bearden; 
Datastore 340; Figure 4; Paragraph 0209). 
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6. Claim 8 is rejected under 35 U.S.C. 103(a) as being unpatentable over Bearden 
(U.S. PGPub. No. 2003/0086425 A1) in view of Farber (U.S. Patent No. 6,185,598) and 
in further view of Agarwal (U.S. Patent No. 5,958,01 0). 

As to Claim 8, Bearden- Farber teach configuring said software agents to analyze 
the operating status of the respective router in terms of CPU load (Paragraph 0092). 

Although Bearden -Farber teach "various statistics" can be used to measure load, 
Bearden does not expressly disclose analyzing the operating status of the router in 
terms of available memory. 

Agarwal, in the same field of endeavor, teaches analyzing the operating status in 
terms of available memory (Column 7, Lines 33-45). 

At the time of invention, it would have been obvious to a person of ordinary skill 
in the art to have combined the analyzing the operating status of the router in terms of 
CPU usage as taught by Bearden-Farber with using a metric such as available memory 
as taught by Agarwal. Using said different performance monitoring metrics is well 
known in the art. 

7. Claims 18-19 and 43-44 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Bearden (U.S. PGPub. No. 2003/0086425 A1) in view of Farber (U.S. 
Patent No. 6,185,598) and in further view of Martija{U.S. PGPub. No. 2002/0169857 
A1). 
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As to Claims 18-19 and 43-44, Bearden-Farbe teach the method of tracing traffic 
as previously discussed in Claim 1 . 

However, Bearden-Farber does not expressly disclose generating the name of 
the autonomous system to which the generated IP address belongs using a whois 
remote service. 

Martija, in the same field of endeavor, teaches generating the name of the 
autonomous system to which the generated IP address belongs using a whois remote 
service (Paragraph 0055). 

At the time of invention, it would have been obvious to a person of ordinary skill 
in the art to have combined the traffic analysis system as taught by Bearden-Farber with 
the using the whois service as taught by Martija. The motivation would have been to 
provide increased functionality. 

Apparatus Claims 26-27, 30-35, 37, 40-42 and 45-50 and Software code stored 
on a memory Claim 51 corresponds to method Claims 1-2, 5-10, 12, 15-17 and 20-25 
and are therefore analyzed and rejected the same as previously discussed to method 
Claims 1-2, 5-10, 12, 15-17 and 20-25. 
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Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to ROBERT B. MCADAMS whose telephone number is 
(571)270-3309. The examiner can normally be reached on Monday-Thursday 5:30am- 
4pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Rupal Dharia can be reached on 571-272-3880. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/R. B. M./ /Rupal D. Dharia/ 

Examiner, Art Unit 2456 Supervisory Patent Examiner, Art 

Unit 2456 



